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Abstract  
 High Availability (HA) is a broad term that can mean many things to just as many people.  For the most part 

however people agree that it should describe the overall accessibility of data to the user. This paper highlights 

how Raima Database Managers provide developers with the ability to obtain high availability. 

This article is relative to the following versions of RDM: 

V RDM Server: All 

 

 



 

 

Page | 2 http://www.raima.com 

BBuussiinneessss  WWhhiittee  PPaappeerr  

 

Contents 
Abstract ......................................................................................................................................................................1 

Introduction ................................................................................................................................................................3 

High Availability with RDM Server ..............................................................................................................................3 

Zero Database Administration ...............................................................................................................................4 

Administration Tools ..........................................................................................................................................4 

Client Recovery ...................................................................................................................................................5 

Replication ..............................................................................................................................................................5 

Scalability through Replication ...........................................................................................................................5 

Fault Tolerance through Replication ..................................................................................................................6 

Security through Replication ..............................................................................................................................7 

Mobile Snapshots through Replication ..............................................................................................................8 

Pluggable Replication Filters ..............................................................................................................................9 

Hot Online Backup ..................................................................................................................................................9 

Implementation ............................................................................................................................................... 10 

Hitless Upgrades .................................................................................................................................................. 10 

Conclusion ............................................................................................................................................................... 11 

Contact Information ................................................................................................................................................ 11 

 



 

 

Page | 3 http://www.raima.com 

BBuussiinneessss  WWhhiittee  PPaappeerr  

Introduction  
High Availability (HA) is a broad term that can mean many things to just as many people.  For the most part 

however people agree that it should describe the overall accessibility of data to the user.  With this in mind, HA 

Ŏŀƴ ŜƴŎƻƳǇŀǎǎ ǘƘŜ ŀōƛƭƛǘȅ ƻŦ ȅƻǳǊ ǎȅǎǘŜƳ ǘƻ ōŜ άŀƭǿŀȅǎ ǳǇέ ƛƴ ŀ нп x 7 manner; in the telecom industry, HA is 

measured in percentage availability (five nines or better).  HA can also include how your system reacts to 

internal component failure (fault tolerance).  And finally, it can describe the level of responsiveness of your 

ǎȅǎǘŜƳΦ  ! ǎȅǎǘŜƳ ǘƘŀǘ ƛǎ άŀƭǿŀȅǎ ǳǇέΣ ōǳǘ ƴƻǘ ǾŜǊȅ ǊŜǎǇƻƴǎƛǾŜ όŀn operation takes hours to complete) cannot 

ǘǊǳƭȅ ōŜ ŘŜǎŎǊƛōŜŘ ŀǎ άIƛƎƘƭȅ !ǾŀƛƭŀōƭŜέΦ 

Why is high availability important? 

V Lƴ ǘƻŘŀȅΩǎ ά!ƭǿŀȅǎ ¦Ǉέ ōǳǎƛƴŜǎǎ ŜƴǾƛǊƻƴƳŜƴǘΣ ǿƘŜǊŜ ŎǳǎǘƻƳŜǊǎ ŘŜƳŀƴŘ ƛƴǎǘŀƴǘ ǊŜǎǇƻƴǎŜΣ ŀƴŘ ŜȄǇŜŎǘ 

your services at their convenience, the cost of downtime can conservatively run into the thousands of 

dollars per minute. 

V Lƴ ŀŘŘƛǘƛƻƴΣ ŀŎŎŜǎǎ ǘƻ Řŀǘŀ Ŏŀƴ ōŜ ŀ ŎƻƳǇŀƴȅΩǎ ƭƛŦŜƭƛƴŜΤ Řŀǘŀ ƛǎ ǘƘŜ ǇǊƛƳŀǊȅ ƛƴƎǊŜŘƛŜƴǘ ƻŦ ōǳǎƛƴŜǎǎ 

intelligence and many of the activities that surround the business.  Consequently, the moment access is 

lost, the business suffers and expensive resources become inefficient or unavailable. 

Lƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇŀƎŜǎ ǿŜ ǿƛƭƭ ǘŀƪŜ ŀ ƘƛƎƘ ƭŜǾŜƭ ƭƻƻƪ ŀǘ Ƙƻǿ .ƛǊŘǎǘŜǇ ¢ŜŎƘƴƻƭƻƎȅΩǎ wŀƛƳŀ 5ŀǘŀōŀǎŜ {ŜǊǾŜǊ Ŏŀƴ 

help embedded application developers achieve high availability.  

High Availability with RDM Server  
High availability has always been a driving force in the development of the RDM products. The three primary 

product components that stand out as directly relevant to high availability are: 

1. Zero Database Administrationτin addition to providing high availability is also a key factor in defining 

an embedded database. 

2. Replicationτincluding in-memory, on-disk, RDM Server to RDM Server, and coming in the next release, 

RDM Embedded to RDM Server. 

3. Hot Online Backupτprovides high availability by providing the ability to back up data while at the same 

time providing active read/write accessibility to the same data. 

4. Hitless Upgradesτallows developers of high availability applications to design upgrades to their 

systems that can be applied without disrupting the system.  

5. Pluggable Replication Filtersτthis feature, along with the Replay-able Initialization feature, provides 

application developers with the ability ǘƻ ŜȄǘŜƴŘ w5a {ŜǊǾŜǊΩǎ ǘǊŀƴǎŀŎǘƛƻƴ ƭƻƎƎƛƴƎ ǘƻ ƎŜƴŜǊŀǘŜ ǳǎŜǊ 

defined transaction; as well as replication to third party applications and enterprise databases. 
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Zero Database Administration  
One of the high value characteristics of RDM products that makes them unique among database solutions is the 

ability to be embedded within an application, with database configuration and administration completely 

controlled by the application, so that end-users of RDM-based applications are presented with virtually no 

administrative or maintenance requirements. This considerably lowers the end-ǳǎŜǊΩǎ ǘƻǘŀƭ Ŏƻǎǘ ƻŦ ƻǿƴŜǊǎƘƛǇ 

(TCO), which is often an important consideration when purchasing software applications. 

The RDM Server Admin API is a collection of powerful and useful database administration utilities and functions. 

The Admin API is exposed to developers, allowing them to programmatically configure and run these database 

utilities and/or include them within their database application.  

The RDM Server API offers a rich set of administrative functions to support application level administration of 

the server, allowing the database system to perform the administrative tasks automatically, without having to 

launch special administration utilities. 

Administration Tools  

RDM Server also supports ad hoc administrative activities by the end-user via an integrated administration utility 

ŦƻǊ ƳŀƴŀƎƛƴƎ ƻƴŜ ƻǊ ƳƻǊŜ ǎŜǊǾŜǊ ƛƴǎǘŀƭƭŀǘƛƻƴǎΦ ¢ƘŜ ǳǘƛƭƛǘȅΩǎ ƎǊŀǇƘƛŎŀƭ ǳǎŜǊ ƛƴǘŜǊŦŀŎŜ ƳŀƪŜǎ ƛǘ Ŝŀǎȅ ŦƻǊ ǘƘŜ ǎȅǎǘŜƳ 

administrator to: 

V Create, modify, delete, and query server objects, including users, databases, Server Extensions, and 

database devices 

V Start and shut down the server and perform backups 

V Change all server and client configuration parameters and default settings 

V Display server performance statistics 

V Perform file management, including copying files to and from the server, deleting files on the server, 

and copying or moving files on the server 
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Client Recovery  

In a networked environment, failure can occur if a user disconnects from the network or turns off a PC during a 

database transaction. RDM Server monitors client activities and performs client recovery when a client process 

abnormally terminates. When a client process terminates unexpectedly the server will detect its absence. The 

server will then automatically abort any active transactions, release locks, close the database files, and logs the 

client out. 

Replication  
Birdstep Technology Inc, recognizes the importance of high availability and is proud to have introduced a state 

of the art replication engine, guaranteeing out of the box 99.999% uptime. Also included is support for multi-

slave architectures, allowing for complex replication models, increasing server uptime, data redundancy and 

data availability. RDM Server 8.0 introduced native support for asynchronous and active-passive replication. The 

solution is simple and yet very effective: one server can act as the Master Server, receiving updates to the 

Master database, while one or more servers can take on the role of the Slave Servers, providing read-only access 

to the Slave databases. 

Scalability th rough Replication  

Master Server
Slave 2 Server

 

No Index

Master Server Slave Server #2

 

Heavily

Indexed

Slave Server #1

 

Heavily

Indexed

Write Locks Read Locks

Replication

 

Using RDM Server, developers can utilize replication to scale out their solution to increase the availability and 

performance of the database. HƛƎƘŜǊ ΨǿǊƛǘŜΩ ŀŎŎŜǎǎ ƻƴ ǘƘŜ Master server can be achieved by devoting the 

system to handling ΨǿǊƛǘŜΩ ƻǇŜǊŀǘƛƻƴǎ only leaving the Slave servers to handle the more frequent ΨreadΩ access.  

.ȅ ŘƛǎǘǊƛōǳǘƛƴƎ ΨǊŜŀŘΩ ŀƴŘ ΨǿǊƛǘŜΩ ƭƻŎƪǎ ƛƴ ǎǳŎƘ ŀ ƳŀƴƴŜǊΣ developers can ǇǊŜǾŜƴǘ ǳǎŜǊǎ ǿƘƻ ƻƴƭȅ ǊŜǉǳƛǊŜ ΨǊŜŀŘΩ 

access from being locked out ŘǳŜ ǘƻ ŀ ŜȄƛǎǘƛƴƎ ΨǿǊƛǘŜΩ ƭƻŎƪΦ !ƴƻǘƘŜǊ ǘŜŎƘƴƛǉǳŜ ǘƻ ƛƳǇǊƻǾŜ ǇŜǊŦƻǊƳŀƴŎŜ ƻƴ ǘƘŜ 



 

 

Page | 6 http://www.raima.com 

BBuussiinneessss  WWhhiittee  PPaappeerr  

Master server is to define the Master schema without any indices; this will result in fewer ΨwritesΩ against the 

disk because there is no need to update index files.  In addition, this will also result in a noticeably smaller 

overall footprint of the Master database. Further performance improvement can be achieved on the Slave 

server by heavily indexing the Slave schema.  

Fault Tolerance through Replication  

With RDM Server, it is possible to implement highly effective fault tolerance solutions.  There are two general 

possible failure scenarios that RDM replication addresses: the first is where a Slave server fails, and the other is 

when the Master server fails. 

The first scenario, when a Slave server fails, is the easiest to solve. A failed Slave can easily be detected when a 

client receives a failed query against a read only database.  The application can easily be architected in such a 

way that it will simply query an alternate Slave server database.  Because RDM Server allows Slaves to be 

dynamically added, this configuration does not need to be predefined.  

Replication

Master Server

 

Primary Slave 

Server

Secondary 

Slave Server

Tertiary Slave 

Server

Failover Detection

 

In the event that the Master server fails, the situation becomes slightly more complex because it means that one 

of the Slaves servers needs to become the Master server.  However, RDM Server supports API calls to 

dynamically switch the role of servers without the need to shutdown the servers, thus increasing system 

availability even further.  
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Security through Replication  

²ƛǘƘ w5a {ŜǊǾŜǊ ƛǘΩǎ ǇƻǎǎƛōƭŜ ǘƻ ǊŜǇƭƛŎŀǘŜ ǎǇŜŎƛŦƛŎ ŘŀǘŀōŀǎŜǎ ƻƴ ǘƘŜ aŀǎǘŜǊ server to targeted Slave servers. The 

use for such architecture could be security driven, where the requirement may be for specific databases to 

reside on certain servers.  The database on the master can be setup as un-encrypted, the database on the 

slave(s) can be encrypted, and the protocol for moving data between the databases can be encrypted. Database 

level user access can also be utilized by developers to segregate users, allowing them to log in to only to specific 

databases (master and/or slave(s)) 

Replication can also address performance issues, where an application expects certain databases to be accessed 

more often than others, and therefore needs to be located on a more powerful machine. Developers can easily 

define which Slave servers replicate what databases by setting the options in the RDMs_Slave parameter within 

the rdmserver.ini file.  
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Mobile Snapshots thr ough Replication  

²ƛǘƘ w5a {ŜǊǾŜǊΩǎ ŀǎȅƴŎƘǊƻƴƻǳǎ ǊŜǇƭƛŎŀǘƛƻƴ ǎƻƭǳǘƛƻƴΣ ǊŜǇƭƛŎŀǘŜŘ ŘŀǘŀōŀǎŜǎ ŘƻƴΩǘ ƴŜŜŘ ǘƻ ōŜ ǇŜǊƳŀƴŜƴǘƭȅ 

connected to receive updates from the master.  Through replication, developers can take a snap shot of the 

Master database and distribute it to devices in the field.  As long as developers gracefully terminate the 

replication process using the s_repkill API, the Slave database will be logically consistent and usable for read-

only access.  Once connected again, the Master server will update the Slave database. 

   

Master Server
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Pluggable Replication Filters  

Pluggable Replication filters, along with the Replay-able Initialization feature of RDM Server, provide developers 

with the ability to easily ŜȄǘŜƴŘ w5a {ŜǊǾŜǊΩǎ ǘǊŀƴǎŀŎǘƛƻƴ ƭogging to generate user defined transaction and 

replication to third party applications and enterprise databases. An example of an implementation might be an 

industrial automation application that monitors the production on a bottling line as illustrated below. Note that 

this illustration includes RDM Embedded which can seamlessly replicate to RDM Server and vice versa.  

 

1. A monitoring device collects weights of filled bottles. If the weight is completely out of tolerance the 

device will shut down the production line. 

2. Device data is replicated to the calculation and business rules (BR) application. 

3. Depending on the BR the application may send configuration updates to the device. 

4. Calculation data is also replicated to the enterprise database (SQL Server). 

5. The data in SQL Server is stored and used for reporting and trend analysis. 

6. Data from SQL Server may be sent back to the BR application which will trigger an event to update the 

device configuration. 

Hot Online Backup  
High availability can also be implemented ǘƘǊƻǳƎƘ Iƻǘ hƴƭƛƴŜ .ŀŎƪǳǇΦ  Lƴ ǘƻŘŀȅΩǎ ŘȅƴŀƳƛŎ ōǳǎƛƴŜǎǎ 

environment, where the expectation is that data should be accessible 24 x 7, Hot Online Backup offers the ability 

ǘƻ ōŀŎƪ ǳǇ ƻƴŜΩǎ ŘŀǘŀōŀǎŜ ǿƘƛƭŜ ǎǘƛƭƭ ǇǊƻǾƛŘƛƴƎ ŀŎǘƛǾŜ ǊŜŀŘκǿǊƛǘŜ ŀŎŎŜǎǎƛōƛƭƛǘȅΦ Hot Online Backup is a superior 

solution to traditional Cold Backup in that it does not require any downtime of the system.  RDM Server 

supports hot on-line backup, or backing up the database server while reads, writes, and other database activities 

continue. While in hot backup mode, the RDM Server database files are kept in a static, transaction consistent 

state, allowing any backup utility to back up the files.  Alternatively, a developer can incorporate backup 

capabilities into an application, using the new hot backup administration functions.  While in hot backup mode, 

RDM Server stores all changed database pages in a separate "hot" file. When hot backup mode has ended, the 

pages from the hot file are gradually migrated back to the database files as they are referenced. 
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Implementation  

RDM ServerΩǎ implementation of Hot Online Backup is fairly simple; anyone with Administrator privilege can 

initiate backup either from the RDSADMIN ǳǘƛƭƛǘȅ ƻǊ ǇǊƻƎǊŀƳƳŀǘƛŎŀƭƭȅ ǳǎƛƴƎ ǘƘŜ ǎψ !tLΩǎΦ  ²ƘŜƴ ȅƻǳǊ ǎȅǎǘŜƳ ƛǎ ƛƴ 

hot backup mode, you can expect the following conditions to apply: 

1. Database files are opened as shareable. 
2. !ƭƭ ǳǇŘŀǘŜǎ ǘƻ ǘƘŜ ŘŀǘŀōŀǎŜ ŀǊŜ ǿǊƛǘǘŜƴ ǘƻ ŀ άƘƻǘέ ŦƛƭŜΦ 
3. No updates are made to the database files that will affect the logical consistency of the database. 
4. You can expect to experience some performance degradation. 

Application

RDM Server

Database

Change 

Logs

Hot File

Checkpoint 

Image File

RDM Server 

Cache

  

It is important to understand that RDM Server does not provide a utility to write the database file contents to a 

backup media device such as a tape drive.  This is intentional in that it provides developers the ability to utilize 

any backup solution they want. Once hot backup mode begins, the actual backup can be performed manually or 

by using third-party backup software. When hot backup is terminated, the contents of the hot file are gradually 

migrated in to the database on a need-to basis.  If developers wish to move all the changes from the hot file to 

the database immediately, they can do so by using the s_backupFlush API function. 

¢ƘŜ !tLΩǎ ŦƻǊ Iƻǘ hƴƭƛƴŜ .ŀŎƪǳǇ ŀǊŜ simple: s_backupBegin starts the backup; s_backupEnd terminates the 

backup process, and s_backupKill will unconditionally kill the backup process. 

Hitless Upgrades  
In high availability applications, bringing the application down for upgrades is usually not an option. Hitless 

Upgrades allows developers of high availability applications to design upgrades to their systems that can be 

applied without disrupting the system.  
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Conclusion 
IƛƎƘ ŀǾŀƛƭŀōƛƭƛǘȅ ƛǎ ŎǊƛǘƛŎŀƭ ƛƴ ǘƻŘŀȅΩǎ ŜƴǾƛǊƻƴƳŜƴǘ ŀƴŘ Ƴƻǎǘ ŀǇǇƭƛŎŀǘƛƻns are striving to achieve even the 

minimum requirements of five nines. RDM is designed from the ground up to always be on and if it does go 

down it will always be able to get back on its feet. We called this from the beginning in 1984, άZero Database 

Administrationέ, and it remains one of the key components of high availability within the RDM products. But as 

time has changed the requirements of the database market, so RDM has also made some changes to meet those 

requirements. Hot Online Backup was added to the product to increase HA functionality. More recently, 

replication has been added to the RDM products providing even more HA functionality and flexibility. 

Developers looking to achieve high availability from a proven high quality embedded database at a reasonable 

cost, need to consider Birdstep TechnƻƭƻƎȅΩǎ wŀƛƳŀ 5ŀǘŀōŀǎŜ aŀƴŀƎŜǊǎΦ  

Free Product Software Developer Kits Available at: http://www.raima.com/downloads/ 
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Website: http://www.raima.com 
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Fax:  +1 206 748 5200 Fax:  +47 24134701 
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