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Abstract
Today, he need for reatime datathroughout themanylevels of an organizatiois growing rapity. The more
OdzNNBy G | O2YLI yeQad odzaAySaad AyaStftAaSYyOBruAy F2NNI GA

Traditionally embedded applications have been closed systefhe movemenof anydata collectedbn these
devices to theD 2 Y LJI eyitérlidebusiness systenis performedvia off line batch processirag periodic
intervals. This paper outlirghree separatebusiness casegpplicable witlin three keyindustrymarket
segmentsindustrial AutomationTelecommunicationand Aerospace and Defensehere Raima technologs
facilitate high speed data management and seamlesstiea data flow between embeddedevicesand
corporateenterprisedatabasesAdditionally, thigpaper will outline(currently avaiébleupon requesta
demonstration thathighlightsthe useof the RDM embedded databasand dataFlow technologies oralktime
embedded computergdevices), desktop and servers platforribie demonstration relies on Raima technology
LJ- NIi g®malgy fom Microsoft WindRive® and GreerHills®Software

This article is relative to the followingersions of RDM

V RDMEmbedded9.1
V RDM Serve8.2, 8.3
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Introduction
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availabilitythat traditional solutionssimply can ndongerfulfill. Traditionalembedded systersolutionsrelied

on very specifiproprietary home growratamanagement coden the controller (device) If data was in fact

ever moved from a device, it was most likely done so by uploading the data to a server in baktee at

arbitrarily predeterminedschedule The serversin turn would distribute the dataupwardto corporate

enterprises making the data availalita business intelligencgystemso make use af

Systemgodayneed to provide dta synchronizationaggregation and distributioat all levels of an granization
in order foranorganization to be successful and meetdtsporateobligations andesponsibilitiesEach level
and disciplineof an organization hediverse and often very different responsibilities tltatme togetherto meet
the overallcorporate goal ofan organization For exampleat the shop floor levelthe processing unitsequire
continuousoperation The Operationgrouphasthe responsibility ofnaintainingthe systenQ @ptime and
corporatemanagersare tasked with monitoring and engngbusiness performancdhese are just a few of the
many responsibilitiethroughout an organization.

Critical toanybusines8) success and financial savingghis abilityto catch systenfailures or unexpected
behavior as early as possiblehis $ closely followedby the requirement to have thagilitywithin the systemto
easilyperform reconfiguration andnaintenanceoperations To best achieve these goals réiate access to data
is keyto the solution.The sooner a technician can identify adlifay device thequicker he can take action to
makerepairsand keepdowntime to a mininum or prevent it all together. The availability of reahe trend
analysisand business intelligence enablesanagemento implement corrective actioto maintain itssuccess.

With all the diversity of runtime environmentsequirements todata availabilityand scalability and operational
requirements at the different levels of the organization, a single data management sodirtipty camot fulfill

the requirements Data management needs to be done at all levels witliverse technology suited for the
environment and requirements@ addressing. But safe data management is not the only answer; one needs an
efficient, safe, and seamless way of moving data betweesdlsystems to solve application requirements at

the different organizational levels.

With RDMdata management solutions and the recently announced dataflow technojogycan safely manage
datafrom the most resource constrained devigp to the more rolust enterpriseservers In addition RDM
technologywill seamlessly replicate and aggregate your data betweemwdnious environmentsAll this is
accomplishedn near reattime, integratingthe managed data into your corporate backemakingbusiness
intelligence data available throughout the organization.

Therest of thisdocument will outline the software components provided by Raima to achieve the
aforementioned goals. Tiepaper goes on toutline three real life use cases anconcludes with the
introdudion of RDM dtaHow demastration which isvailableuponrequest.

http://www.raima.com
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RDM. A A O A & ISdftwahe Components

The RDMembedded databastechnology has been in thembedded systemmarket since 1984chievinggreat
succesa&nd recognitiorin the managingof data on everything from the smallest device twetlargest server.

Today you will find the RDM line of embedded databagebusiness critical systens$ major industrial

automation companies, some of thargest telecommunication equipment providees)d mission critical

FSNR&aLI OS FyR RST¥SyasS Oehyhé MksCaihariddm®ur RDM frodudtbuti A 2 Yy & @ b 2
developers of embedded systernan take the next step in solving complex distributed data management tasks.
Thediagram below illustratebow the Raima componentare implementedo solve these problems

Embedded Computer / Server Computer ' Backend
Application

Application Code Application

Code Code
. replication repllcatlon

- = ——p
S server cllent
RDM ——— Server

Embedded g B r
S } trarlrsactron | Any
e — ‘ e Database

RDM EmbeddedA

RDM Embedded is the core data managenearponent which wadevelopedspecifically for harsh and
resource constrained environments is available on a wide variety of gwfare and hardware platforms ranging
from the smalles'devices that run without requiring arqperating system up tenterpriseservesrunning fuII
safe access to well defined appllcatlon data structures.répkcation engineof course will recover from any
system or application crashes and can be onrliskless as well am disk enabled systems.

micro HTTPA

w - A YRIDI2 BmbeddethicroHTTP server enables industrial standard access to the application database
residingon the embedded computers. Adhering to the W3C standsrislightweightHTTRserver carberun in

both threaded and northreaded environments$o provide remote access to the applicatind R G @ ¢ KS
microHTTRerver is tightly coupled with the embedded database ¢art easilyoe extended to web enable

other parts of the applicationThe role of the microHTTP senigto enablereatime configuation changes and

remote access to the embeddegkvicesn the systemsolution When @ dzLJt SR A G K w5a { SNIISN
plugins, changes to server databaseanbe programmed tdrigger realtime changes tahe systems

embedded devices

http://www.raima.com
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Replication Server and Replication Client

w - A YRIDIréplication enginds comprisef two primarycomponents a server and clieii). The purpose of
the replication engine is teafely replicate and aggregate data from one or more embedi#siteso an

instance of RM Server running onseparate hardware and software platform within the systddata is
replicatedin near reatime andcan withwithstandany network interruptiondecause of its ability toe-submit
anypendingtransactions. Theeplication servealso makes optimal use othe networkQ Bandwidth through
configurable watetevel triggeringo make the decision betweeill database copies or incremental transaction
log replication.

RDM Server and Transaction Plug -Ins

w5a { SNIBSNJ Aa wdffevingwisichwittiri thisSolution actSa IieSalydregation point for multiple
RDM Embeddeihstances (devicesThe aggregation jgerformedin reattime and theresults aremade
availablefor consumptionto the application through standard SQL3is povidesaccess throughighlevel
'tLQa tA1S h5./ o ®p standardbasduinkifaEeRDIS SefvetdophRticated éeSidw
includesthe ability to plug application codgserver extensiondlirectly within its runtime. In this solutionthis
capability isutilizedto provide realtime data feeds tdhe enterprisedatabasesnd theconnected embedded
devicesRDM Server is available ontakk major desktop and server operating systeasswell as a majority of
the reattime operating systemen the market today. Thigives developershe freedom to choose the
environment best suited fotheir solution

Industrial
Automation Use Case

™ ammin |

Raim&® & weéhaology is
implemented in numerous —
industrial automations I
systems, ranging from
complexturnkey power plant
systemdo simplebatch
processing systems. Common
across many of these systems
is therequirementfor reattime data management performance at the control{device)level with automated
data movemento upstream shop floor managemesystemsandbeyond to corporatenanagemensystems
One such applicatiocan befound within a petroleum processing plant. It's not uncommon to find systems
todaywherethe reliance on humaintervention remainsstrong.Many ofthesesystems are still manually
monitored andsensor generatedlarmsare passed on to respondeis the form of a phone calbr radio
communication
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For the most partmany of hese systems were designatla timewhen data management and dataflow
solutions werestill in their infancy. Despite thisone canjistimaginethe risks associated with thesmtiquated
systems. farms are frequently delayeid their delivery to responderand manyof them arein-accurateor
altogetherfalse This mayesultin frequentandunnecessary maintenae, costly production stopage orin
rare casescatastrophic failurelnformation about minor incidents seldofindsits wayto top management
resulting in inaccurate business intelligerieading tobad business decisions this environmentthe abiity to
make preactive decisions is nearly impossible. Ratbecause of the lack of reime aggregated data system
operators wait for scheduled batch updates beforecanfiguration decisions can be made postponing tasks
that could have increased thmverall production.

Thebenefit of a robust data management and flow solutllecomesobvious. With accuracy in events and
alarms the operational system will be much less prone to unnecessary maintenance and productipageop
With reakltime decision mking, systemoperatorscan optimize total productioand reduce risk by reducing the
reliance orhuman capitalBusinessnanages will, at anygiventime, haveup-to-date informationregarding the
state of thesystemandaccurateand reliable data foreporting and trend analysis.

Telecommunication Use Case

Ever incethe introduction andfollowing successivadoption of
Raim&) @émbedded databastechnologyin the embedded systems
market, the major telecom equipment providers like Alcatel
Lucent, 3Com anchanyothers haveutilizedw | A Y I (réal w5 a
time embedded databasi their equipment Adoption of RDM
embedded databastechnology startedvith standalone voice and
data switchesand soon grevas advancaents weremadeto these
products As the requiremert for these systemaxpanded salid
GKS OFLIoAfAGASE 2F wlAYlFQ&a w5a !
Requirements that once wem@ice to have features have
developed into standard requirements. Examples of these
requirements are24x7operationswith systemfailover @apabilities
distributeddata across multiple processing unisdreaktime and
in-memory data processingeeded to keep up with increasingly
fasternetwork speeds.

One suclapplication use casis a distributed IP intrusion detectiosystem. The solpurposeof such a system is

to capture IP packages and validate them against known pattandto shut down and prevent unwanted

network traffic One of heOK | £ £ Sy 3Sa 2 FistdidpRmeéntasolusiod thalzdai lgbaup with the
data speeds ammonly found in modern networks. Not only does the application need to log at the speed of the
network, italsoneeds to do complex intrusion validation onvade range of IP package&dditionally it needs

to trigger realtime alarms to network adminisators. Finallyit needs to notify other IP units about black listed
traffic origins.

http://www.raima.com
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The main reasoisthat most ofli 2 R lagpliedtions implementing proprietary home growata management
solutionsare a directresult of the logging speegquirement System developers having been forced itite
decisionmakinghas resulted inhe proliferation ofproprietary alarmingnechanisms andata distribution
solutions These systenmare often farfrom idealdue tothe absencef true transaction supponvithin their
data management implementationBecause of this shortcominigs common to find intrusion alarms being
delayed, alarms typically stop at the network administrators, and distributed blackteskeing updatedased
on a scheduld batch procesmstead ofupdating inreattime. Adding to the complication is tHack of
transactionsupport results in the need tmerge blacklistbetween unitsfollowed bya completedestructive
refreshlist. This limitatiorexposes seriougulnerability ofthe systen which couldpotentiallylet through
network traffic of whoseoriginhad alreadybeen detected as hazards at one unit, but not at another.

Withw | A YRDeiinbedded databastue inrmemory and circular data buffering IP intrusion units can
efficiently adl dynamic transactional safe data logging with @k pattern matchingThis combinedvith the
dataflow capabilities describgareviouslyin this documentreaktime alarms can be pushed upstream to the
network administrators with ease, and distributbthck list updates can heerformedat a transactional level.
One possibl@xtension to this is the capability of alarms being pushether up the systemo management for
on-the-fly reporting andendsanalyss.

Aerospace & Defense (A&D) Use Case

Another strong industryertical markeffor Raima is the A&D.

wl A Yemliedded databases afeund in a wide range of
missioncritical systeméncluding gound to air communication
systems, flight planning systems, radio tower systems, airborne
data gathering ystems,andhostile vehicle identification

systems.

As with many applicationf®und inthe variousindustries the
A&D markethave very familiar requirementRequirements
such aghe requirement forup-to-date information, reatime
data exchange, systemliability, and securitarecommon in
A&D as they are in other industries

It's not uncommon to find systems in this area thayiadavily
on manualintervention resulting irdelayed intelligenceFor example a flightreconnaissanceystem where
RDMembedded database technologgcurrently deployed.In this casemultiple vehicles are updated with their
mission dataviaa ground systenby uploadingthe data into a RDMmbeddeddatabaseon a removable storage
device(hard drive) Once loadeda soldiertakes the device and physically walkkam the ground system to
the vehicleprior to the start of themission In addition this sameRDMembedded databases used throughout
the missiorto gather flight data and events. #te completion of themissionthe driveis again physically
removed from the vehicle andlalkedbackto the ground stationsyhere thedata is aggregated and analyzed.

There are a couple of requirements that drive tdhecisiondor the current solutionFrst, security isabsolutely
maintained by not electronicallyansferring the informationSecondly implementation cost are kept to a
minimum by pacingas little code onto the airborne vehidlusreducing therequiredcertificationand
significantcostsassociated with it

http://www.raima.com Page |7
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RDMEmbeddedcan be configured aan extremely small footprintiatabaseengine keeping the certification

costs to a minimum without sacrificing the functionality required to achieve secure data communication, system
reliability and recovery through ACID trangans, and efficient andlexible datamanagement basedrothe

network data model. Combine this with retithe dataflowandthe airborne systems can receiiteflight data
electronically prior to takeoff and amgconnaissancdata can be passed back toetground statiorwhile the

vehicle ign-flight for reaitime processing. Witheaktime intelligencereaktime mission changes can take place
without delays.

The Live Building Power Monitoring Demo
Please contactales@raima.confor a live demonstration of the dataFlow technology. The desti@tion is

illustrated below usinghree individual single board computers, a netbpalkdesktop computer, and a network
for intra-computer communication.
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Eachembeddedcomputerconsists of fewseparate components: RDM Embedded databaseroHTTP

Serverthe replication serverand an applicatiorUtilizingRDM9 Y 6 S R RiSgReha@twork model the

application objects managedlithin the database represent buildings, units andaserements organizeas
hierarchies Every second the application randomly generates a new power measurement for each of the units
defined in the database. The application also makes sure to circulate the measurements so that each unit has a

maximum of 2Gandom entriesat any given time

Whenevera newdatapoint isaddeda RDM Embeddettansaction is create@vhich isinstantly picked up by the
replication server and handed off to the replication clieAt any timeduring this procesa web browser can
surf the microHTTP server to add or delete building and unit data. The server also expofteeall
measurement data thais displayed through the browser using AJAX ¢alf®pulate a chart object

On the RDM Server sidall transactioms picked up byhe replication clients are translated into SQL insert
statements and aggregated into the RDM Server database using the native SAG CLI APIl. The RDM Server
database can be accessed by &QL tool, but for our purpose we expose the data in neartiea usng PHP
and the Apache WEB servell iAsert transactions created by processing data in the replication clientalsoe
picked up by a transaction pldg, which in our implementationtranslatestheminto ODBC calto the instance

of Microsoft®@SQL Serr® 2005 Express serv@hese calls insert the data into the SQL Server databasally

on the Microsoft® SQL Server® sifithe system an internet information server is hosted prsing the data
through ASP.Net.

The above screenshot shows how trdifterent web servers are aggregated into a single view.
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